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LETTER FROM THE EDITOR
Move over, Jian Ghomeshi and Maylasia Airlines. In 2015 we 
survived a tsunami of shocking new PR scandals involving 
Volkswagen—a brand we mention several times in this issue— 
as well as Ashley Madison, FIFA and Bill Cosby. In time we’ll  
see whether these damaged brands will survive.

Let’s face it: In business and in life, people make mistakes. 
Whether our reputation is resilient or ruined depends on  
how effectively and promptly we handle mistakes when  
they inevitably arise.

That’s why this issue of Communicator is crammed with lessons to 
help you and your team proactively protect your brand’s reputation 
in the event of a crisis—large or small. While I hope you never face 
the stress of needing to apply these lessons, keep this issue handy 
when you review your company’s crisis plans so you can face 
chaos with confidence.

As the new Managing Editor of Communicator (alternating 
editions with Crystal Hopkins), I’m excited to collaborate with 
such a gifted group of professional communicators. Read their 
thoughtful articles for valuable insights that enlighten, entertain 
and enrich our IABC/Toronto member community.

Lisa Goller 
Managing Editor

EDITOR’S MESSAGE

I’m not one to make New Year’s resolutions in January. I still feel more closely aligned to the school 
year so I make my resolutions in September. I do, however, think of December as a time to reflect 
on what’s happened in the fall and plan for the winter ahead.

Three highlights stand out for me from this past fall.

First was the launch of the new Communication Management Profession certification in Toronto. We kicked 
it off with a practical how-to seminar featuring Priya Bates, ABC, MC, CMP and one of the first people in the 
world to earn this certification. We followed it up with an interactive Tweet chat, then were delighted to be 
selected as one of the first chapters to host an exam. As an Accredited Business Communicator, I jumped at 
the opportunity to write the CMP exam, as I was eager to see how it differed from the ABC exam. The short 
answer is they are very different yet they require similar preparation. For me that included reading the IABC 
Handbook of Organizational Communication and reviewing winning entries in the Gold Quill and OVATION 
award program.

The second highlight was a visit in October from IABC’s executive director, Carlos Fulcher, Sharon Hunter, 
a member of the International Executive Board (IEB), and Rob Plant, chair of the Canada East Region. They 
were in Toronto for a series of meetings to discuss everything from the communications profession to the 
role the Toronto chapter can play at the international level to what we can do to enhance our offering to 
our members. I walked away from those meetings energized by what the IEB has planned for the months 
and years ahead.

The third highlight was the announcement of Toronto’s own Sylvia Link as a Master Communicator. This 
award is the highest honour IABC Canada bestows on an individual member. It recognizes outstanding 
Canadian communicators whose work has brought credit to the association, the profession and their 
organization, and whose contributions have raised the standards of organizational communication in 
Canada. We’ll recognize Sylvia’s achievement at a celebration in the coming months (stay tuned for  
more details).

So other than celebrating Sylvia, what else can you expect this winter? Three things come to mind: More 
professional development events featuring great speakers, opportunities to connect with colleagues at our 
After5 networking events and, of course, our ever-popular OVATION awards programs (the final submission 
date is late February).

Best wishes to you and your families for a very happy and healthy holiday season. I look forward to seeing 
you at an event in the new year.

Suzanna Cohen, ABC, CMP 
President, 
IABC/Toronto
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THERE’S MORE! KEEP SCROLLING OR CLICK GO

> Recipe for Holiday Fun, Thursday, December 3: Join Professional 
Independent Communicators (PIC) at The Bedford Academy, near 
Bloor Street and Avenue Road in the Annex, for an evening of 
holiday fun. There is no admission fee, and appetizers are on PIC; 
drinks or anything more substantial will be up to you. RSVP to 
Heather West at 416-884-5741 or hwest@freshcomms.ca . 

> After Five—Wine and Cheese Tasting, Tuesday, December 8:  
Join IABC/Toronto from 6 to 8 p.m. at iYellow Wine Cave,  
243 Queen St W, to celebrate the holidays and raise a glass 
to the year that was. Did you attend the wine and cheese  
night last year? If so, we are hosting it at the same wonderful 
location! You will learn about remarkable wines and the 
artisanal cheeses they pair with at the iYellow Wine Cave, 
just steps away from Osgoode subway station.

> Breakfast Workshop: The power of visual communications  
Thursday, December 15: Raise the bar on your communication 
skills. Cut through the noise and grab attention! Make sure to 
communicate your message effectively and visually. Graphics 
wizard and visual communications specialist Mike Parkinson  
will share the secrets of effective graphics. Learn why graphics 
matter and how to turn words and ideas into powerful visual 
communications.

> IABC/Toronto's Westend group is surveying members on the 
services important to them. Responses will help the group 
organize the type of events, at the time of day and in the  
locations of most interest to members. Watch your inbox  
for an upcoming link to our survey and please take part. 

> Have you visited IABC/Toronto's new Instagram account? 
Check it out! And don’t forget to follow the chapter on 
Twitter – @IABCtoronto. In addition to some fun images,  
there is news and updates about upcoming, workshops,  
awards, tweet chats and more.

> And speaking of tweet chats (#IABCTOchat), remember  
they are now happening every second Tuesday night from  
8 to 9 p.m. They are a fun, interactive way for engaged and  
informed communicators to share thoughts on issues and  
trends relevant to the profession. Refer to the e-Lerts for topics. 
We hope you'll join us.

> Calling all IABC/Toronto volunteers. To acknowledge you for 
all of your hard work and dedication, you’re invited to Nathan  
Phillips Square on Tuesday, January 12, 2016 for a night of skating, 
hot chocolate and networking with other volunteers across other 
portfolios. If you don’t have skates, we have you covered!

Please note this event is only for IABC/Toronto volunteers. To  
secure your spot, RSVP to toronto-info@iabc.to  by Tuesday, 
January 5, 2016, noting whether or not you’ll require skate rental.
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LISA GOLLER

Lisa Goller helps businesses tell their story. As a Toronto-
based strategic freelance writer and editor, she helps 
executives and entrepreneurs stand out, look good  
and save time through irresistible content marketing.
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Some predict that VW will not survive because this was not  
a malicious prank by an outsider. It was also not an oversight, 
incompetence or a mistake. While there were no deaths or  
injuries, this was deliberate fraud on a grand scale. How do  
you spell malfeasance? The company created software to  
cheat on emissions tests and break the law.

Two years ago, VW was criticized for being slow and insincere  
in reacting to a gearbox problem. This time, it was quick off  
the mark, but its response was still lacking.

Even though he admitted the company’s fault, former CEO Martin 
Winterkorn’s apology was weak. He resigned and a few more heads 
rolled while the new CEO agreed to cooperate with authorities and 
be relentless in the investigations. But then, there was silence.

I wondered if VW’s communications team was scrambling because 
the crisis plan didn’t cover this scenario. But then word spread that 
lawyers were running the show and information was being stifled.  
It always disappoints me when an organization's communicators  
are not used to their full potential. Certainly, the company would  
not have wanted to provide inaccurate information, but if it ever 
wants to rebuild its brand, it has to be completely accountable  
and transparent.

Considering the fines, criminal investigations, civil lawsuits, 
devastated stock price, stalled sales and a possible movie by 
Leonardo DiCaprio, VW’s brand is seriously tainted. Cover-up  
is an ugly word.

When it comes to cars, people care about safety, comfort and price. 
But I think trust and integrity remain huge factors. Not to joke, but  
the term “German engineering” has taken on a new meaning!

So far, VW’s efforts seem symbolic. More people have been 
suspended and the company has set a deadline for whistleblowers  
to come forward, but many questions remain. News of missing files 
and multiple defeat devices suggest the cancer is more widespread 
than originally thought. Still, in spite of what this scandal will mean  
for VW’s bottom line, I can’t agree with the critics who are ringing  
the death knell. I prefer to talk about reputation, the company’s  
most priceless asset.

Saving even a fraction of Volkswagen’s reputation won’t be easy. 
Regardless of legal consequences, VW needs to be open and honest. 
It needs to follow through with big, bold actions and fix the problems. 
Instead of talking about corporate restructuring, it should talk about 
what it’s actually doing to make things right. And, in the longer term, 
it should spearhead clean air initiatives. Rebuilding trust is going to 
take strong leadership. It’s also going to take a very, very long time.

During the past 30 years, I’ve used an analogy to  
explain to management groups why effective crisis 
communication is less about communication than 
it is about sound management decision making. 
The analogy begins with me surmising that the stress of meeting with them 
is so intense that I suddenly collapse from a heart attack. I don’t know about 
anyone else; I’d be tempted to call that a crisis in my life. 

But if we examine that crisis, we’d find that it’s made up of two components.  

The first is an emergency. With luck, someone administers CPR. Someone  
else calls 9-1-1. With their help, I make it to the hospital. There, under the  
care of professionals, I become well enough to go home.  

Now that the emergency is over, the issues begin to emerge.  

Crisis is a turning point
The dictionary defines a crisis as a “turning point.” In medicine, a crisis  
is the point at which a patient takes a turn for the better or worse.  

After my heart attack, the turning point is reached if I get my  
act together: regular exercise, a better diet and fewer stressful  
meetings with management groups.  

If I don’t change my lifestyle, I have not yet reached the crisis.  
Another emergency is almost certainly just around the corner.  

The role of issues and emergencies
Just as a crisis in medicine can be traced to an illness, an injury or lifestyle 
choices—or a combination of these factors—a crisis in public relations can  
find its roots in an issue, an emergency or a combination of the two.  

A crisis occurs when issues escalate out of control. Media attention leads to 
public scrutiny. The organization goes on trial in the court of public opinion.  

The crisis point is passed if the resolution of these issues leads to positive 
change—a healthier lifestyle after a heart attack—or to a negative change 
(such as the brand continuing to spiral downward). If there is no turning  
point, there has been no crisis.   

A case in point
Volkswagen is a case in point. The crisis occurred when it was revealed that  
11 million Volkswagens had diesel engines with altered software that made 
them appear to emit fewer emissions than they actually did. 

At first, Volkswagen appeared to do the right things. The president was fired 
and a replacement named. The company came clean by announcing that 
more than two million diesel Audi vehicles had similar issues. It said it would 
fix the software on 11 million vehicles. 

But a fascinating New York Times article pointed to two different decision-
making issues that may very well lie at the core of Volkswagen’s problems. 

The first is what occurs at the boardroom table. The article highlighted 
Volkswagen’s power struggles and boardroom issues, pointing out that  
a culture of stretching the rules begins at the top. 

The second is the attitude—what the article labeled as “arrogance”— 
of Volkswagen’s engineers. Why should the company meet emission 
standards, they are reported to have argued, when electric cars are  
charged with electricity obtained by burning fossil fuels? 

If Volkswagen manages to address these two underlying causes of their 
organizational heart attack, the company has a chance of salvaging its  
brand. If not, another emergency may be just around the corner. 
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The valued communicator’s role 

Valuable communications professionals 
are not those who can craft a news 
release that walks a razor thin line, or 
compose a Facebook post designed 
to gain sympathy (for example, Jian 
Ghomeshi’s claim that “the implication 
may be made that this happens  
non-consensually”). 

The valued professional  
has two roles. 

Before the heart attack occurs, he 
or she is the person who helps the 
organization take a candid look at 
itself, identifies potential sources of a 
problem, motivates management to 
take those issues seriously and mitigates 
those issues through effective decision 
making before an emergency occurs. 

After a heart attack, the valued 
communications professional helps 
the organization take a candid look at 
itself, identifies sources of the problem 
and motivates management to make 
decisions that answer one question: 

“What are we going to do to ensure  
that a similar emergency never, ever 
happens again?” 

DIGITALLY SPEAKING

Hack  
attack  
PROTECTING CORPORATE  
REPUTATION WHEN YOU  
HAVE BEEN DIGITALLY EXPOSED

What do AshleyMadison.com, The RCMP, Sony, Home Depot, Apple, 
Target, United Airlines and Jeep Cherokees all have in common?  
They were all hacked in 2015 by cyber criminals who compromised 
the privacy, credit card information and safety of billions of people, 
worldwide.

Hackers have exposed millions of cheating spouses, breached Canadian 
government computers to access classified national security documents, 
stopped vehicles on the highway by hijacking their computer systems, and 
used malicious software to infect computers and spy on people through  
their own webcams.

It is compelling proof that no matter how big a company is, or how 
sophisticated its IT department, every organization is vulnerable. With 
the proliferation of companies using cloud-based technology to make 
company data even more digitally accessible, the risks of a breach have 
escalated substantially and communicators need to be prepared.    

It is estimated that in 2013, hackers cost the global economy more than $400 
billion a year—$3 billion in Canada alone —affecting companies in all sectors.  
It is becoming a major issue because Canada is the second-largest target in 
the world for cybercrime according to Intel Security’s 2014 report, Net Losses: 
Estimating the Global Cost of Cybercrime. In fact, the Canadian government  
alone has invested $240 million over the past five years to guard against  
similar threats both foreign and domestic. 

In the UK, 93 per cent of large companies and 87 per cent of small businesses 
reported a cyber breach in the past year, and the financial and reputational 
costs of recovery are astronomical. Case in point: humbled U.S. retailer Target 
estimated that their 2013 data breach cost the company $420 million.

Communicators must be prepared
Most tech security experts agree that it’s no longer a question of if your 
organization will be hit by a cyber-attack, but when. So as communicators,  
it is absolutely crucial to assess how prepared your organization is to combat 
a digital disruption and start planning. As the guardians of reputation for our 
organizations and clients, it is essential that professional communicators are 
prepared to respond to this type of a crisis.  

In my reputation risk work with CEOs across North America, I have seen 
firsthand the disconnect between the C-suite and technology. Thanks in part 
to these high-profile attacks and the emergence of online reputation threats, 
executives are starting to proactively invest resources to be better prepared. 

They realize just how vulnerable their companies have become. In fact, 
Intel Security’s Canadian survey also revealed that only 23 per cent of  
CEOs believe their companies are very well prepared for cyber-attacks.

Based on nearly 20 years of experience developing crisis and reputation 
strategies for companies small and large, here are my six hack attack crisis 
survival tips:

“CANADA IS  
THE SECOND-
LARGEST 
TARGET IN THE 
WORLD FOR  
CYBERCRIME.”
Source: Net Losses: Estimating 
the Global Cost of Cybercrime.  
Intel Security, June 2014

The plan: Prepare and annually test a comprehensive  
hacker crisis communications response plan with  
well-defined, unambiguous messaging, policies and 
processes that clearly outline decision-making authority  
and enable rapid-response capabilities based on various  
cyber-attack scenarios.

Communication: Ensure that your crisis response team has 
24/7 access to the plan, contact information and a channel to 
connect as a group remotely within minutes to ensure decision 
makers can assess the risk level, activate the plan and hit the 
ground running.

Never over-promise: The temptation among the C-suite 
will be to reassure employees, customers and other key 
stakeholders that you have secured your systems and  
have returned to business as usual. Be forewarned; if you 
make a public pronouncement that you have secured your 
systems to prevent this from happening again, you have 
just challenged the hackers to prove you wrong. Every 
technology is vulnerable.

Training and resources: The crisis response team, IT staff, 
and rank-and-file employees must all be properly trained and 
clearly understand their roles to prevent and manage a hack 
attack. Smart companies already have consultants on retainer 
to manage both the technology side of the data breach and 
the reputational damage it will cause. Timing is crucial and, to 
mitigate losses, you want to surround yourself with a team of 
experts who know what they are doing.

Technology: Your organization must invest in critical firewall 
and related security technologies, and then communicators 
should collaborate closely with IT to create enterprise-wide 
awareness among employees to minimize threats such as 
malware from suspicious emails that access a computer and 
the network.

 Media preparedness: Ensure your spokespeople, ideally 
subject-matter experts, have been thoroughly media trained 
on camera. The communications team must be available to 
coach and adapt pre-approved crisis plan messaging to match 
the current and evolving circumstances as more information 
becomes available. Timing is crucial. Your organization needs 
to get ahead of the story to frame the conversation and appear 
as transparent and informative as possible.

Can a
TEXTBOOK 

CRISIS
RESPONSE save 
DAS AUTO?

For years, communicators have preached the value  

of timely damage control. Don’t hide. Assume 

responsibility. Tell the truth. Show concern. And  

take positive action. The blueprint set by Johnson & 

Johnson’s 1982 Tylenol crisis—in which the company 

voluntarily recalled millions of dollars’ worth of 

Tylenol after seven people in Chicago died from 

cyanide-laced tablets—has served many companies 

well. But critics are questioning whether a textbook 

response is enough for Volkswagen. Many car 

companies have had their troubles with finances, 

recalls and death, but “Dieselgate” is different.
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Eric Bergman has provided crisis management, issues 
management and media training services to clients in the 
public, private and not-for-profit sectors for more than 30 
years. He believes the best way to manage a crisis is to not 
have one in the first place.
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Irene Bakaric focuses on media relations, specializing in media 
training and crisis communications. Her extensive experience  
as a broadcast journalist gives her an insider perspective.  
She understands how the media works and how journalists  
think. Her strategic counsel helps clients build and maintain  
their reputation.  
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APPLEBAUM, ABC, BA, MCM, OCGC

Heath Applebaum, ABC, BA, MCM, OCGC, is the owner 
of Echo Communications Inc. a reputation management 
consulting company based in Toronto. Heath has developed 
and led crisis and reputation strategies for dozens of clients 
from start-ups to multinational companies over the past 17 
years. He is also an Accredited Business Communicator, Gold 
Quill winner, and industry thought leader who has spoken at 
more than 50 industry conferences around the world.
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